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Heildraen nalgun a
upplysingateeknihonnun,
oryggl og eftirlitl

Pjonustu og nyskopunarsvio

Undirstadan i stafreenni framtio
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Stadan i dag
Cisco : Cisco
Umbrella Cisco ISE Firewalls
Microsoft Microsoft -
Defender MFA LibreNMS
: Men and
Datadog Nagios Mice
IBM Admin by
Qradar request

Cisco umbrella
» Ver vefi, skyjalausnir og internet umferd

Cisco Identity Service Engine
* Ver audkenni

Cisco eldveggir
* Ver gogn og internet umferd

Microsoft Defender
» Ver notendataeki og einkunnargjof & hugbunadi

Microsoft MFA

« Tvofalt audkenni

LibreNMS

« Vaktar innra netkerfi borgarinnar

Datadog

» Vaktar gagnagrunna og prounarlinur
Nagios

« Vaktar hugbunad, styrikerfi og netpjona
Men and Mice

* Ver DNS/Lén (www.reykjavik.is)

IBM Qradar

» Uppgdtvar 6gnir og adlagar sig ad likum adgerdum

Admin by request
» Ver notendur og innvidi
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Taeknihdnnun

Heildarhénnun a
upplysingataekniinnvidum
pannig ad
upplysingateekniumhverfi
borgarinnar verdi fremst
medal jafningja med
leidandi lausnum sem
stydja vid sjalfvirkni og
sjalfsafgreioslu

Rekstur

Oruggir og areidanlegir
upplysingataekniinnvidir
sem haegt er ad stjorna
og hafa eftirlit med &
einfaldan og skilvirkan
hatt

Proun

Notendamidud, 6rugg og
skalanleg jpréun
hugbunadarlausna

Leidarljés upplysingateeknipjonustu (UTR)

bjonusta

Veitum hagaeda
taeknipjonustu a skilvirkan
og hagkveeman hatt
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Askoranir

Morg audkenni

Adgangsveitingar og stjornun a nokkrum st6dum
Innkaup & upplysingataekniinnvidum eru ekki midlaeg
Samningar vegna upplysingataekni & mérgum stéoum
GSM simar ekki undir sému styringu og télvur

Finna jafnvaegio a milli 6ryggis og notkunar

Ekki yfirsyn yfir upplysingateekniinnvioi

Ekki yfirsyn yfir hvada bunadur er tengdur innra netinu
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Teekifeer!

Heildreen nalgun a teeknilegri honnun upplysingatsekniinnvida
stydur borgina vid ad na sinum pjonustumarkmidum

Heildarnalgun a stjornun, dryggi og eftirliti med
upplysingateekniumhverfinu

Meginreglur (principles) til leidbeininga

Midlaeg Stjérnun audkenna og adganga

Midlaeg Innkaup & upplysingataekniinnvidum

Samningar vegna upplysingatsekniinnvida og rekstur peirra
midlaegt

Borgin hafi plan B ef taekni virkar ekki




Ny heildraen nalgun a taeknihénnun stjornun,

oryggi og eftirliti

Cities Coalition for
Guiding Management Viewpoints | Situational
Principles Awareness

4 A ldentity and Access

Ga rtneI; Security

Assets
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Data

o | I 1ol l I Governance Business Continuity

C I S C O Automation
End APIS & |\
po_mt SaaS Integrati Cloud loT
devices ons
- J
Technology Enablers \ J

Monitoring

[Not In scope J
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Meginreglur ?

/-Holistic City approach
*Maximize benefit for the city
*Transparency throughout
the city
*Business Continuity
«Compliance to law
*Business —IT alignment
+Agility and IT support
\-Anytime, anywhere

Data
Principles

Business
Principles

Technology
s Principle

Application
Principles

* Adopt standards and best
practices

*High availability and disaster
recovery

*Optimal load distribution

*Interoperability and
Reusability J

-

*One source of truth

+Single system of record

*Data is secured
*Data is shared
*Data is accessible

*Ease of use
*Use of SOA
*Multi-channel service

deliveries

common use of application
*Technology independence
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Askorun og hvernig passar lausnin inn i

heilldarmyndina ?

Pegar unnid er Ur askorunum parf avalt ad lita til pess hvort
og pa hvada ahrif askorunin hefur & Reykjavikurborg i heild
sinni. Spyrja parf hvort verkefnid geti nyst fleiri
starfseiningum/svioum en par med verdur arangurinn alltaf
viotaekari.

Upplysingateekniumhverfi Reykjavikur er steersta umhverfi
landsins og er par af leidandi skilgreint sem enterprise
teekniumhverfi.

Vegna pessa er naudsynlegt ad horfa a allar vorur og lausnir
fyrir slikt umhverfi og hvernig peer passi inn i heildarmyndina
og teeknilegri hégun.

Meginregla ?

Er varan/ lausnin pegar i rekstri

REUSE: Fyrst er leitad eftir hvort pad sé
til pegar vara/lausn i rekstri sem getur
meett kr6fum og porfum , EF EKKI PA 2°

Er hilluvaran/ lausnin til 8 markadi

BUY: Skodad hvada vorur/lausnir eru a
markadi sem getur meett kr6fum og
pborfum , EF EKKI PA 3¢

Hugbunadarpréun

BUILD: Ef ekki er 1 og 2 pa er farid

i hugbunadarproun innan Reykjavikur i
bléndudum hugbunadarpréunarteymum
sem innihalda starfsfolk og innlenda sem
erlenda sérfreedinga



Principle IT Architecture : Business continuity

« Description:

— Reykjavik’s business services will continue to operate despite the failure of individual components, or
complete outage at locations

- Rationale:
— The ability to operate is critical to Reykjavik ability to collect revenue and the tax system integrity
* Implication:

— Each change initiative must assess the impact of downtime on affected business services, develop a
recovery plan, budget for additional infrastructure and added system costs, and more expensive service
level agreements

9 © 2019 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates. Ga rtn erﬁu



Principle IT Architecture : Capabilities have a clear
purpose and scope

« Description:
— Solutions must be built on a set of capabilities and services, each of which has a clear business function
and boundary.

- Rationale:
— Delivering solutions as integrated capabilities and services provides clarity to business, and results in a
smaller set of applications over time. This simplifies integration, prevents capability duplication, and
eliminates conflicting data and processes

* Implication:

— Reykjavik will need to increase standardisation of business processes across the organization to avoid
the cost and complexity of each capability becoming unsustainable. Reference models will need to be
enhanced to identify the scope and behaviour of capabilities, so processes and systems can be
developed which optimise commonality and reuse

Gartner

10 © 2019 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.
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